CHEAT
SHEETS

Fundamental Concepts

Memory Allocation

Memory Management Cheatsheet

A quick reference guide covering essential concepts and tools related to memory management in software development. This cheatsheet provides
an overview of memory allocation, deallocation, common memory errors, and tools for detecting and preventing memory issues.

Memory Deallocation

Common Memory Errors

Static Memory is allocated at compile time. Size is

Allocation fixed. Examples include global variables and
static variables.

Stack Memory is allocated and deallocated

Allocation  automatically in a LIFO (Last-In-First-Out)
manner. Used for local variables in
functions.

Heap Memory is allocated and deallocated

Allocation dynamically at runtime. Requires explicit

allocation and deallocation (e.g., malloc

and free inC, new and delete in

C++).

Memory Management Techniques

Smart Pointers (C++)

Explicit Manual deallocation of memory.
Deallocation Requires careful tracking to avoid
memory leaks or double frees. Example:
free(ptr); inC.
Garbage Automatic deallocation of memory by a
Collection garbage collector. Reduces the risk of

memory leaks but can introduce
performance overhead. Used in

languages like Java and Python.

Resource Acquisition Is Initialization (RAII)

Memory Leaks: Failure to deallocate memory that is no

longer in use, leading to gradual memory exhaustion.

Dangling Pointers: Pointers that point to memory that has
already been freed. Dereferencing a dangling pointer
leads to undefined behavior.

Double Free: Attempting to free the same memory
location more than once, leading to corruption of the

heap.

Buffer Overflows: Writing data beyond the boundaries of
an allocated buffer, potentially overwriting adjacent

memory regions.

Use After Free: Accessing memory after it has been
freed, leading to unpredictable behavior.

Memory Pools

Unique Exclusive ownership of the managed RAIl is a programming idiom where resources (e.g., Concept A memory pool is a pre-allocated block of
Pointers object. Only one unique_ptr can point memory, file handles, sockets) are bound to the lifetime of memory divided into fixed-size chunks.
( std::unig  to a given object at a time. Automatically an object. The resource is acquired during object Objects of the same size can be allocated and
ue_ptr ) deletes the object when the construction and released during object destruction, deallocated from the pool, reducing
unique_ptr goes out of scope. ensuring that resources are always properly managed, fragmentation and allocation overhead.
even in the presence of exceptions. i .
Shared Shared ownership of the managed object. Usage Useful when allocating and deallocating many
Pointers Keeps a reference count of all Example (C++): small objects frequently. Reduces overhead
( std::shar shared_ptr instances pointing to the class FileHandler { compared to using malloc / free or
ed_ptr ) object and deletes the object when the FILE* fp; new / delete foreach object.
reference count reaches zero. public:
Weak Non-owning pointer to an object FileHandler (const char* filename, const
Pointers managed by a shared_ptr . Used to char* mode) : fp(fopen(filename, mode)) {
( std::weak  break circular dependencies. Does not if (1fp) throw std::runtime_error("Could
_ptr ) contribute to the reference count. not open file");
}
~FileHandler () {
if (fp) fclose(fp);
3}
// ... other methods to work with the file
¥
Tools for Memory Management
Valgrind AddressSanitizer (ASan) LeakSanitizer (LSan)
Overview A powerful memory debugging and Overview A fast memory error detector integrated into Overview A memory leak detector, often used in
profiling tool suite. Includes tools like compilers like GCC and Clang. Detects use- conjunction with ASan. Detects memory
Memcheck, Cachegrind, and Massif. after-free, heap buffer overflows, stack leaks that occur during the program’s
. X buffer overflows, and memory leaks. execution.
Memcheck Detects memory leaks, invalid memory
access (e.g., reading/writing freed Usage Compile with -fsanitize=address flag: Usage Enabled automatically when using ASan, or
memory), and other memory-related errors. L. can be used separately. No additional
gcec -fsanitize=address myprogram.c
U o mybrogram compilation flags are typically needed.
sage valgrind --leak-check=full ypreg
./myprogram .
-/myprogram Memory Profilers
Tools like perf , gprof ,and specialized memory
profilers help identify where memory is being allocated
and used in a program. These tools can help optimize
memory usage and detect potential memory leaks.
Example (perf):
perf record -g ./myprogram
perf report
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Best Practices

General Guidelines Code Review
1. Always initialize pointers: Uninitialized pointers can Regular code reviews can help identify potential memory
point to arbitrary memory locations, leading to management issues. Pay close attention to memory
unpredictable behavior. allocation and deallocation patterns, pointer usage, and

2. Check return values of allocation functions: Ensure error handling.

that memory allocation was successful before using

Testing

the allocated memory.

. Free memory when it is no longer ni : Avoi R . . . .
3 ee memory when it is no longer needed: Avoid Thorough testing, including unit tests and integration

memory leaks by deallocating memory that is no
Y Y 9 Y tests, can help uncover memory-related errors. Use

ongerin use memory debugging tools during testing to identify leaks

4. Avoid double frees: Ensure that memory is freed and other issues.
only once.
5. Use smart pointers in C++: Smart pointers automate
memory management and reduce the risk of memory
leaks.
6. Minimize dynamic memory allocation: Excessive
dynamic memory allocation can lead to

fragmentation and performance overhead.
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