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Fundamentals of Risk Management

Key Concepts

Cybersecurity Risk Management Cheatsheet

A concise guide to cybersecurity risk management, covering key concepts, processes, frameworks, and best practices.

Risk Management Process

Risk Assessment Methods

Risk The potential for loss or harm resulting
from a threat exploiting a vulnerability.

Threat Any circumstance or event with the
potential to adversely impact
organizational operations, assets, or
individuals.

Vulnerability A weakness or gap in security efforts that
can be exploited by threats.

Impact The extent of harm resulting from a
successful threat exploiting a
vulnerability.

Likelihood The probability that a threat will exploit a
vulnerability.

Asset Anything of value to the organization that

needs protection (e.g., data, systems,
reputation).

Risk Mitigation Strategies

Risk Response Options

1. Identify Assets: Determine what needs protection.

2. Identify Threats: Determine potential threats to
those assets.

3. Identify Vulnerabilities: Determine weaknesses that
threats could exploit.

4. Assess Risks: Evaluate likelihood and impact to

determine risk levels.

5. Implement Controls: Select and implement security

controls to mitigate risks.

6. Monitor and Review: Continuously monitor the
effectiveness of controls and update the risk

assessment regularly.

Types of Security Controls

Qualitative Uses descriptive scales (e.g., High,
Medium, Low) to assess risk. Subjective

but easy to implement.

Quantitative  Uses numerical values to assess risk, often
involving cost-benefit analysis. More

objective but requires data.

Implementing Controls

Risk Avoidance: Eliminate the risk by not engaging in the
activity.

Risk Transference: Transfer the risk to a third party (e.g.,

insurance).

Risk Mitigation: Reduce the likelihood or impact of the
risk (e.g., implement security controls).

Risk Acceptance: Accept the risk and do nothing (only
appropriate for low-impact, low-likelihood risks).

Risk Management Frameworks

Common Frameworks

Technical Controls  Firewalls, intrusion detection
systems, antivirus software,

encryption.

Administrative Policies, procedures, security

Controls awareness training, background

checks.

Physical Controls Locks, fences, security guards,

surveillance cameras.

Choosing a Framework

Prioritize controls based on risk assessment results.
Document all implemented controls.
Regularly test and evaluate the effectiveness of controls.

Update controls as needed to address new threats and

vulnerabilities.

Implementing a Framework

NIST Provides a structured approach to

Cybersecurity managing cybersecurity risk, focusing

Framework on Identify, Protect, Detect, Respond,
and Recover.

1ISO 27001 An international standard for
information security management
systems (ISMS). Provides a
systematic approach to managing
sensitive company information.

COBIT A framework for IT governance and

management. Helps organizations
align IT with business goals and
manage IT-related risks.

Consider organizational needs and objectives.
Evaluate compliance requirements (e.g., GDPR, HIPAA).

Assess the framework's suitability for the organization's
size and complexity.

Ensure the framework supports continuous improvement.

Continuous Monitoring and Improvement

Monitoring Activities

Regularly scan for vulnerabilities.
Monitor network traffic for suspicious activity.
Review security logs and audit trails.

Conduct regular security assessments and penetration
testing.
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Define scope and objectives.
Establish policies and procedures.
Assign roles and responsibilities.
Monitor and measure performance.

Continuously improve the framework based on feedback
and results.
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Key Performance Indicators (KPIs)

Improvement Strategies

Mean Time to
Detect (MTTD)

Mean Time to
Respond (MTTR)

Number of Security
Incidents

Vulnerability Scan
Coverage

Page 2 of 2

The average time it takes to detect

a security incident.

The average time it takes to
respond to and resolve a security
incident.

The total number of security
incidents occurring within a given
period.

Percentage of systems and
applications covered by

vulnerability scans.

Regularly update security policies and procedures.
Provide ongoing security awareness training.

Implement lessons learned from security incidents.

Stay informed about emerging threats and vulnerabilities.

Adopt a proactive approach to security, anticipating and

preventing potential issues.
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